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Means for deciding whether to execute a mobile code 
depending on the functions of the mobile code. When a 
mobile-code receiving section at a user terminal receives data 
including a mobile code from a distributor server, a signature 
attached to the mobile code is checked. When the signature is 
successfully verified, a function confirmation section confirms the 
specification that describes the functions of the mobile code. If the 
function confirmation section decides to permit the execution of the 
mobile code, a mobile code execution means executes the mobile 
code. 
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50 l^r ^ (read /etc/passwd) 
502^.^ (read //www.foo.cojp/etc/passwd) 
503^^ (execute /bin/rm -rf /etc/passwd) 
504^. ^ ( wr ite /etc/passwd) 
505^r^( wr i te /etc/hosts.equiv) 
50(k^ (execute //www.foo.co.jp/bin/var) 
507^ „ (execute /bin/rm -rf -A*) 
508^^( execute /sbin/shutdown -h now) 
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/**api a&MHb **/ 

err_code = InitAPIO: 

if (err_code != 0){ 

PrintErrMsgO: 
return (err_code): 

} 

/* /etc/passwd — */ 
FILE *fp = fopen(7etc/passwd M 
V); 

if(fp = NULL){ 

PrintErrMsgO: 
return (-1); 



/etc/passwd 
/etc/hosts 
/etc/services 





/etc/passwd 


a 


/etc/hosts.equiv 










/bin/rm -rf /tmp 


a 


/sbin/shutdown -h now 






v 



605 



603 



604 



WO 00/42498 



7/20 



PCT/JP99/00084 



170 



mmitmpmwm 700 



(read /etc/passwd) 

(read //www.foo.co.jp/etc/passwd) 

(execute /bin/rm -rf /etc/passwd) 

(write /etc/passwd) 

(write /etc/hosts.equiv) 
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1) /etc/passwd 7W/U^bT~£ 1 £S<fr&<*$f „ 

2) /etc/hosts Z>T<<)\>frhT — 9 2 £S&fr2^$f • 

3) t— £ 1 £t— 2 2 £• www.foo.co.jp irl^^fc'o.— 
$r|z % /etc/passwd fcl>5*f(rCae--L* , f • 

I> /etc/passwd 7r-f;U$ giJ^L$"To 
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